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Course Outline

NETWORK FUNDAMENTALS

EXPLAIN THE ROLE AND FUNCTION OF NETWORK
COMPONENTS

e Routers

e Layer 2 and Layer 3
switches

e Next-generation
firewalls and IPS

e Access points

e Controllers (Cisco DNA
Center and WLC)

e Endpoints

e Servers

e POE
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DESCRIBE CHARACTERISTICS OF NETWORK TOPOLOGY
ARCHITECTURES

e Two-tier

e Three-tier

Spine-leaf

e WAN

Small office/home office (SOHO)
On-premise and cloud

COMPARE PHYSICAL INTERFACE AND CABLING TYPES

e Single-mode fiber, multimode fiber, copper
e Connections (Ethernet shared media and point-to-point)

IDENTIFY INTERFACE AND CABLE ISSUES (COLLISIONS,
ERRORS, MISMATCH DUPLEX, AND/OR SPEED)

COMPARE TCP TO UDP

CONFIGURE AND VERIFY IPV4 ADDRESSING AND
SUBNETTING
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DESCRIBE THE NEED FOR PRIVATE IPV4 ADDRESSING
CONFIGURE AND VERIFY IPV6 ADDRESSING AND PREFIX

DESCRIBE IPV6 ADDRESS TYPES

Unicast (global, unique local, and link local)
Anycast

Multicast

Modified EUI 64

VERIFY IP PARAMETERS FOR CLIENT OS (WINDOWS,
MAC OS, LINUX)

DESCRIBE WIRELESS PRINCIPLES

e Nonoverlapping Wi-Fi channels
e SSID

e RF

e Encryption

EXPLAIN VIRTUALIZATION FUNDAMENTALS (SERVER
VIRTUALIZATION, CONTAINERS, AND VRFS)

DESCRIBE SWITCHING CONCEPTS

e MAC learning and aging
e Frame switching

e Frame flooding

e MAC address table

www.eduvatech.com




NETWORK ACCESS

CONFIGURE AND VERIFY VLANS (NORMAL
RANGE) SPANNING MULTIPLE SWITCHES

e Access ports (data and voice)
e Default VLAN
e Connectivity

CONFIGURE AND VERIFY INTERSWITCH
CONNECTIVITY

e Trunk ports
e 802.1Q
e Native VLAN

CONFIGURE AND VERIFY LAYER 2
DISCOVERY PROTOCOLS (CISCO
DISCOVERY PROTOCOL AND LLDP)

CONFIGURE AND VERIFY (LAYER 2/LAYER 3)
ETHERCHANNEL (LACP)

INTERPRET BASIC OPERATIONS OF RAPID PVST+
SPANNING TREE PROTOCOL

e Root port, root bridge (primary/secondary), and other port
names

e Port states (forwarding/blocking)

e PortFast

www.eduvatech.com
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DESCRIBE CISCO WIRELESS ARCHITECTURES AND AP
MODES

DESCRIBE PHYSICAL INFRASTRUCTURE CONNECTIONS
OF WLAN COMPONENTS (AP, WLC, ACCESS/TRUNK
PORTS, AND LAG)

DESCRIBE AP AND WLC MANAGEMENT ACCESS
CONNECTIONS (TELNET, SSH, HTTP, HTTPS, CONSOLE,
AND TACACS+/RADIUS)

INTERPRET THE WIRELESS LAN GUI CONFIGURATION
FOR CLIENT CONNECTIVITY, SUCH AS WLAN CREATION,
SECURITY SETTINGS, QOS PROFILES, AND ADVANCED
SETTINGS

IP CONNECTIVITY
INTERPRET THE COMPONENTS OF ROUTING TABLE

e Routing protocol code
Prefix

Network mask

Next hop
Administrative distance
Metric

Gateway of last resort

www.eduvatech.com




DETERMINE HOW A ROUTER MAKES A
FORWARDING DECISION BY DEFAULT

e Longest prefix match
o Administrative distance
e Routing protocol metric

CONFIGURE AND VERIFY IPV4 AND IPV6
STATIC ROUTING

e Default route
e Network route
e Host route

e Floating static

CONFIGURE AND VERIFY SINGLE AREA
OSPFV2

e Neighbor adjacencies

e Point-to-point

e Broadcast (DR/BDR selection)
e Router ID

DESCRIBE THE PURPOSE, FUNCTIONS, AND CONCEPTS OF
FIRST HOP REDUNDANCY PROTOCOLS

www.eduvatech.com
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IP SERVICES
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Configure and verify inside source NAT using static and
pools

Configure and verify NTP operating in a client and server
mode

Explain the role of DHCP and DNS within the network
Explain the function of SNMP in network operations
Describe the use of syslog features including facilities and
levels

Configure and verify DHCP client and relay

Explain the forwarding per-hop behavior (PHB) for QoS,
such as classification, marking, queuing, congestion,
policing, and shaping

Configure network devices for remote access using SSH
Describe the capabilities and function of TFTP/FTP in the
network
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SECURITY FUNDAMENTALS

e Define key security concepts (threats,
vulnerabilities, exploits, and
mitigation techniques)

e Describe security program elements
(user awareness, training, and
physical access control)

e Configure and verify device access
control using local passwords

e Describe security password policies
elements, such as management,
complexity, andpassword alternatives
(multifactor authentication,
certificates, and biometrics)

e Describe IPsec remote access and
site-to-site VPNs

e Configure and verify access control
lists

o Configure and verify Layer 2 security
features (DHCP snooping, dynamic
ARP inspection, and port security)

e Compare authentication,
authorization, and accounting
concepts

e Describe wireless security protocols
(WPA, WPA2, and WPA3)

e Configure and verify WLAN within
the GUI using WPA2 PSK
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AUTOMATION AND PROGRAMMABILITY

e Explain how automation impacts hetwork management
e Compare traditional networks with controller-based

networking

e Describe controller-based, software defined architecture

(overlay, underlay, and fabric)

1.Separation of control plane and data plane
2.Northbound and Southbound APIs

Massagefnr
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Compare traditional campus device management with
Cisco DNA Center enabled device management

Describe characteristics of REST-based APIs (CRUD, HTTP
verbs, and data encoding)

Recognize the capabilities of configuration management
mechanisms Puppet, Chef, and Ansible
Recognize components of JISON-encoded data
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